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How to configure Security Lockdown

What is Security Lockdown?

Lockdown is the facility to secure the site through a
single action by disabling access through selected
doors. This includes disabling exit buttons and
relocking doors held open by time zones.

Specific users can be permitted to pass through
these doors during the Lockdown condition.

Configuration

This feature requires Net2 professional software version 4.21 or later. The security lockdown function
must be enabled by checking the option in the Net2 Server configuration utility.
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Features

Met2 Professional has sewveral features which can optionally be enabled. To change the features which are enabled,
check or uncheck the features listed below,

WBRMING: If you dizable a feature which was previously enabled, vou will lose all settings that had previously been set up
far thiz feature!
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If you wish to display an on-screen
Lockdown button and the current
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Triggers and Actions

Using Net2 Triggers and Actions we can select a trigger (e.g.
clicking the on-screen Lockdown button) and select which
doors are to be put into Lockdown status.

If the Triggers and Actions feature is not displayed in the tree
view, click on View and check the option.

See also: AN1067 - Using Triggers and Actions
< http//paxton.info/507 >

Click on Triggers and Actions and then the Add button.
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The following sequence of screens will show how to set up a T&A rule that will run when the on-screen

Lockout button is pressed.

Triggers and Actions

=

Welcome to Net? Triggers and Actions

Choose the type of event, which will zause this rule to be run

[ Cancel I| < Back ” Mgt » || Finizh |

Select 'When the on-screen lockout is activated' as this relates to pressing the on-screen Lockout button.

Select this from the list of triggers in the drop down menu.

Triggers and Actions
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When the on-screen lockdown is activated

Choose the type of event, which will cauze this ruls to be run

When the on-zcreen lockdown iz activated

Cancel H < Back |I Mext > H Finizh
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We now define the time period when this rule is active.

Triggers and Actions M

When the on-screen lockdown is activated

Choose when this rule iz active

@ Thiz rule iz active during the following timezone
() This rule is active at all times outside the following timezone

IAII day, even day v]

[ Cancel ][ ¢ Back ]l MNest » | Finizh

Select the action required. (Control Lockdown)

Triggers and Actions ﬂ

When the on-screen lockdown is activated

Chooze which actions to take

Affect 170 Relay
[ Play a wav File
Send an E-kdail
Send an SME
Contral Lockdovn
[ Cantrol & Doar
[T Run a .exe File

[ Cancel ” < Back ]l Mext » Finish

Configure the chosen action. (Activate Lockdown)

Triggers and Actions u

When the on-screen lockdown is activated

“When an event matches this rule, would pou like to activate or deactivate a lockdown?

Activate Lockdown

] Reset Lockdown
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You can now define the Doors that Lockdown will operate on.
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In this example, we will only Lockdown some areas. (Floor 1, Floor 2 and the Back Door.)

Triggers and Actions @
When the on-screen lockdown is activated
Which doaors will be affected by thiz action?
E Frant Door E Back Door
B Securty Office - B Floor 1
[ Fioor 2
4 T 3 ] Tl ¥
l Cancel ] [ ¢ Back ” Mext » ] Finizh
You can now give this rule a name, then press Finish.
Triggers and Actions u
When the on-screen lockdown is activated
Enter a name for thiz e, and chick, Finish'
Lockdown start
l Cancel ] l < Back ] Mewt »

A similar rule must be created to remove the Lockdown status from these doors. The same 'Add' procedure is
used as above, but select 'when lockdown is deactivated' as the trigger and 'Reset Lockdown' as the action.

Further rules may be created. For example, a specific user card presented to a specific door could remove the

Lockdown status from that door.
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Rule name

| Tupe

| YWhen iz rule active

Lockdown End
Lockdown Start

When the on-soreen lockdown is deactivated
When the on-soreen lockdown is activated

[uring the timezone:All day. every day
During the timezone:All day, every day

For Triggers and Actions to function correctly, the Net2 server must be running at all times.



View Lockdown Status

The lockdown status of each door may be viewed in the Doors screen.

Marne
o Back Door
o Floar 1
ra Flaor 2
o Front Doar
o Secunty Office

ACU zerial no.
01115193
01115195
01115196
01115192
01115194
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Type Yersion Status Fort
Met? classic W4 27 [Build 04210804)  OF LSE 1
Met? classic W4 27 [Build 04210804] QK LSE 1
Met? classic W4.21 [Build 04210804]  OF LSE 1
Met2 classic Y427 [Build 04210804])  OF LSE 1
Met2 classic W4.27 [Build 04210804)  OF LSE 1

Alarm

Lockdown Status
Mot Locked Down
Mot Locked Down
Mot Locked Dawn
Mot Locked Down
Mot Locked Dawn

In our example, pressing the Activate Lockdown button puts the Back door, Floor 1 and Floor 2 ACU's into

Lockdown.

Mame

o

o Floor 1
o Floar 2
v
v

Back Daoor

Front Droar
Security Office

AL zerial no.
01115193
01115195
01115196
01115192
01115194

Tvpe Wersioh Statuz Part
Met2 classic W21 [Build 04210804) 0K USE1
Met2 clazsic W21 [Build 04210804)  OK JSE1
MetZ classic W 21 [Build 04210804) 0K JSE1
Met2 classic W21 [Build 04210804) 0K USE1
Met2 clazsic W, 21 [Build 04210804) 0K J5SE 1

Ailarm

Lockdawn Statuz
Locked Down
Locked Down
Locked Down
Mat Locked Down
Mot Locked Down

User lockdown exemption

During a security Lockdown, it may be necessary for certain staff to move around the site to investigate and

attend to the incident.

There is a check box in each user record that may be selected to allow the user to operate doors that are in
a Lockdown state. Their normal permissions will still apply and so doors normally barred to them will remain

SO.

These limitations will also apply when using the Open Door function at the PC.

Exit buttons will remain disabled so must be considered when planning lockdown exemptions.
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