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Integrating HID® SEOS tokens with your Net2 system

Overview

This configuration is for customers who want to use
HID® SEOS tokens whilst still being able to incorporate
PaxLocks into the system. This allows external perimeter
doors to be secured using SEOS credentials whilst
allowing the simplicity and cost effective PaxLocks to be
used on internal doors.

Equipment required

HID® Signo™ readers (any reader in the HID® reader range that can read HID® SEQS tokens) .

HID® OMNIKEY® 5427 USB desktop reader

Net2 v6.9 or higher

HID® SEOS ISO cards - 5006PGGAN7 H10302

Note: Compatible with a PaxLock Pro, not compatible with Entry.

Reader

HID® Signo™ readers can be used in their default configuration. As long as the reader is set up to read HID®
SEQS tokens then it will output the correct data to the Net2 control unit.

The output from the reader when used with the specified HID® tokens will be 37 bit Wiegand. Net2 will
automatically accept this output when the system is configured in accordance with this application note.

Should the configuration of the reader need to be set up, the configuration app from HID® will need to be
used.
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Desktop reader configuration

In this configuration we are using two different token numbers taken from the same card. To enable this
to work the USB desktop reader must be configured to send the details of both numbers to Net2 during
enrolment.

1. The configuration required for this mode to function correctly in Net2 is contained within the configu-
ration file, 'Pax_OmiKey.cfg’ which can be downloaded from www.Paxton.Info/6940

2. To configure the HID® desktop reader you will also need the HID® OMNIKEY® Workbench software

3. In HID® OMNIKEY® Workbench click ‘Readers’

HID workbench22 <

o Home

< o Readers

W CCID driver
* Application

(i ] About

@ Powering
Trusted ldentities

4. Click’Reader settings’

HID workbench 22 <

fr  Home Available Readers HID OMNIKEY 5427 CK

READER SETTINGS

0 Application r

o Readers READER DIAGNOSTIC

E HID OMNIKEY 5427 CK

W CCID driver

o About

Operating mode CCID KBW
EEM Interface '



http://www.Paxton.Info/6940
https://www.hidglobal.com/drivers/47911
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Change the operating mode to ‘CCID"and click ‘Apply’

HID Workbench2.2 <

Available Readers HID OMNIKEY 5427 CK

Read:
Lo s READER DIAGNQSTIC READER SETTINGS

| E HID OMNIKEY 5427 CK

D CCID driver

° Application 7

o About

Operating m

EEM Interface .

CANCE| APPLY

Click on ‘HID® OMNIKEY® 5427 CK CL 0, scroll across to ‘Reader upload’and click ‘Load File’

HID Workbench22 <

Home Available Readers HID OMNIKEY 5427 CK CLO

| 5 < JAGNOSTIC CARD DIAGNOSTIC READER SETTINGS CARD TECHNOLOGIEf READER UPLOAD
| HID OMNIKEY 5427 CKCLO _—
L=

* Application ’

o Readers

M CCID driver

o About

A

01.05.0176
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7. Select the file Pax_OmiKey.cfg Click ‘Open’

= Sedect path for file to upioad

+ - % = + Downloads v ] e ch Downioad:
Orgasig + P Tigichen E v
2 Homa Mame Date modded Type Sue
= TINGS CARD TECHNOLOGIES READER UPLOAD
Toda
5 Galiery

Qﬂm\ﬂ D) 17202 1122 CFG Fie TKE

M Desitep #*
+ Downlcads &
& Decuments #

PN Prturet *

& Wusic #
B visens »
T Screenshots

Fibe nanses | HIDPaDecyl (tclg ’ Wiorchenah Cbgect & Besder oo

LOAD FILE

8. Click ‘Upload’

HID workbench22 <

Available Readers HID OMNIKEY 5427 CK CL O
L0  Readers o < JNAGNOSTIC CARD DIAGNOSTIC READER SETTINGS CARD TECHNOLOGIES READER UPLOAD
. HID OMNIKEY 5427 CK €L O
i caID driver o
Q Application ’

[ ] About

N

01.05.0176

Custom Configuration

Loaded file: HIDPaxDecV1 (1).cfg

CANCEL UPLOAD
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9. (lick’Continue’

Do you want to pr{:ceed?

An upload process will take several minutes. During the process please: do
not unplug the reader, do not close the Workbench application.

A CONTINUE

10. Click “OK’to close the application

Firmware upload process
% Upload complete

Configuration
° Loading configuration: Custom Configuration

Now that the USB desktop reader is configured correctly it will deliver two token credentials to Net2
whenever a token is presented to it.
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Tokens

The tokens for this integration need to be “HID® SEOS™ ISO cards - 5006PGGAN7 H10302", this ensures
that the tokens have a static UID and a unique 37 bit number encoded into the secure memory.

Note: “HID® SEOS™ ISO cards - 5006PGGAN7 H10302" is the ordering reference from HID® and should be
used when purchasing tokens.

HID® readers will read the secure credential, PaxLocks will read the static UID.

When enrolled using the Custom DTR two credentials will be created for each token, one for the secure
credential and one for the UID.

Net2 Software configuration

Setting up Net2
All' ACU's that will have HID® readers connected need to be setup to be in Wiegand Custom mode.

Note for Paxlocks: If Paxlocks using older versions of firmware are reset, a standard Paxton token, that is

valid on the system, will need to be used to bind the Paxlock to the Net2 system, the HID® tokens cannot
be used until you have updated to v6.9.

Wiegand rule setup

1. Login to the Net2 server Configuration Utility
2. (lick on the 'Wiegand'tab

o Met2 Server Configuration Utility X

Features Diagnostics | Frinter Options I
General I Database ' TCPAP Modes Net2Air Bridges | HTHL Reparts Emai SMS Securty

Template Cuztorn

Murnber of bits ar i’

Bulel = @ wRARRRARRRARRRAARARARARAARAALARRRRARARLY
Fiule 2

Fule 3

Fule 4

Fule &

“You can configure a custom “Wiegand format, of up ta 50 bits, by specifying up to 5 rules. The following would be an example of 26 &
bit, with & site code of 45 [0x20]

Fule 1 =X00101101

Rule 2 = EDDDDDDDDDDDDMeueeuetuw

Rule 3 = $:60046004600466000DD0DDDDDDO

¥ -Don 't care

O-Must be zero

T-Must be one

A-Token number

[-D ata to be used for calculating parity check for rule.

E-Even parity of ‘T bits

0-0dd parity of ‘D" bitz

Rule 1 specifies that bitz 2-9 should be 00101101, which is the zite code check. |t also specifies that bitz 10-25 are the token
number.

Fiule 2 specifies that bit 1 iz the Even parity of bits 2-13

Fiule 3 specifies that bit 26 is the odd parity of bitz 14-25

v
Diesktop reader operating mode [EM4100 anly]  Auto detect e
ak Cancel Apply
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3. Enable‘Wiegand configuration’

o Net2 Server Configuration Utility X

Features Diagnostics I Printer Options |
General | Datsbase  Wiegand TCP/IP Modes | Net2dirBridges | HTML Reports Email SM3 Security

8 wiegahd Configuration

& |Dual credential w |
Nurmber of bits u
Rule 1
Rule 2
Fule 3
Rule 4
Fule 5

“You can configure a custom ‘Wiegand format, of up to 50 bits, by specifying up to 5 rules. The following would be an example of 26 &
bit, with a site code of 45 [0x20]

Rule 1 =x00101101

Rule 2 = EDDDDDDDDD DD

Rule 3 = M00000adadDDDDDDDDDDD DO

# -Don't care

O-Must be zero

1-Must be one

A-Token number

D-Data to be used for calculating parity check for ke,

E-Even parity of ‘D" bits

0-0dd parity of 'D" bits

Rule 1 specifies that bits 2-9 should be 00101107, which iz the site code check. It alzo specifies that bitz 10-25 are the token
number

Rule 2 :pecifies that bit 1 iz the Even parity of bits 2-13

Rule 3 specifies that bit 26 is the add parity of bits 14-25

Desktop reader operating mode [EM4100 anly)  Auto detect e
ok Cancel Apply
4. (lick the ‘Template’drop down, select ‘Dual Credential’and click‘Apply".
o Net2 Server Configuration Utility x

Features | Met24ir Settings I Diagnostics I Printer Options I
General | Database Wwiegand | TCPAP Modes I Net2Air Bridges HTHML Reports I Email SMS Security

8 wiegand Configuration

Template

Murmber of bits

Fule 1 L AR AR AR AR AR A AAL AR A AR AR

Fule 2

Fule 3
Fule 4

Fule &

You can configure a custom Yiegand format, of up to 50 bits, by specifying up to 5 riles. The following would be an example of 26 &
bit, with a site code of 45 (0x2D)

Rule 1 =400101101

Rule 2 = EDDDDDDDDDDDDMSGe000000d

Rule 3 = 33600004040DDDDDDD0ODDD DO

¥ -Don 't care

O-Must be zern

1-Muszt be one

A-Token number

D-Data to be used for calculating parity check for rule.

E-Ewen parity of ‘D' bite

0-0dd parity of ‘D' bits

Rule 1 specifies that bits 2-3 should be 00101101, which is the site code check. |t also specifies that bits 10-25 are the token
number

Fiule 2 specifies that bit 1 is the Even parity of bits 2-13

Fiule 3 specifies that bit 26 iz the odd parity of bitz 14-25

Desktop reader operating mode [EM4100only]  Auto detect ~

ak Cancel Apply




Setting up the doors

1.

Login to the Net2 and select a ‘Door’

W Net2 Access Conirol

0 Ant-passback
i Triggers and Actons.
o Reports.

 Roll cal

£fi Net2 operators

Net2 actions @)

[ Add new access control
unit

i Add new door group

' Open door

) Log off

AXXXX

y (J
Nare ACUserislmo. Type Fimware Statue
ACUOTI7669 06717663 Net2Paack  Uptodale Net respanding
ACUOTDIOPRZ  O70TO7E2 Net2 Paack Mi.. Upta dale Not respending
ACUOEI0EE  OBE9E06R Net? Paslock Pro Upto date Not responding
ACUTIAE12 07304512 Net? plus Uptodate Not responding

Reinstate Repbce  Delete ACU Detect

Fort
@ Net2
@ Net2
@ Nez

00.0E.

Alam

oot Tpogee— llowpoine — IWus | |

Lockdown Stalus

Net Locked Down
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W Ntz Access Control

% Ant-passback
1 Triggers snd Actions
o Reports.

D ol can Feade type [tere
£ ez oeraors ez

Net2 actions

K Open door
& Log off

Net2 details

ACU:7732350

ACU serel namber: 07732350
Door name ACU77R230 -
Door group none) Vi Cencel
Door open time T seconds Open
jpen doot
Urlock the door duing Atnotime
- Ideniiy
11 Oy unlock the door ance a user has been granted access
(] Silent operation
Urlock relay 2 during Eroies v
Reader 1 | Reaer2 | Alam | Everts| Fe slaminputs | Mulizane Iniuder | Acces ights
Fieader detalk
Nane: ACU:7732350 )

Keppadtype

Token data format

Operating mode

Fieader aperaling medz -
(0] Tirmed aperating modes - This aliows for diferent reader operation duing a sslected timezone.

Duing this timezore: Allday, every day v
This reader willaperate as: | €3 nactive -
Reader action - Thisis what wil happen when & vaiid scosss is garted

Reelay 1 opens for door opentime.




W etz Access Control

© Timezones.
5 @ Doors

ACU 06717869
Acu 07010782

% Ant-passback

[ Triggers ang Actons.
o Repors

0 ol cal

& Netz operators

Net2 actions

| Open door
) Log off

Net2 details

ACU:7732350

Net2 documentation

»

>

«

3. Change Token data format to ‘Wiegand Custom’

AL serial rumber. 07792350
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Doorname AU 7732360 oy
. i) T owen
Docrcpentine 7] seoonds
= & Qpen doot
Unlock the dar curing Atnotine Iderii
= ently
) 0nl urlock the door nce 2 Lser has been granied acoess I—
(O Silert operation
Urlack el 2 duing Atnotine v
Fieader 1 | Reader 2| Alam | Everts| Fre alam inputs | Mulizone Iniuder | Acosss igtts
Reader detals
Name ACU7732360 )
Reader e Wiegand reackr <
Nene ~
Ry T
Operaing mode |
Rieader operating mode

(0] Timed operating modes - This allows for diferent readsr opeation duting a selested timezone
Duing ths imezone: Alday, every day

This eadet il operte as G lnacive

Rieader aclion - This is what wil happen when a valid acoess is granted.

Relay 1 opens for coar open fime.

Change reader operating mode to “Token only’and click ‘Apply’

W Net2 Access Control

B Acu teriToes
§ acu oot
B Acu usosetes
§ Acursasst

i Acurazsso

[

% Antpassback

i Trogers and actins
2 Reports.

® Rolcal

£ Net2operstors

Net? actions

B Open door
) Log off

Net2 details

ACU:7732350

Net2 documentation

»

«

AL seiial number. 07732350

Doorname AQU7732350 @ )
Door group [rone) L Ceredl |
Door apentine. < seconds
E = Z Open door
Unlock the dor curing Atro tine
= deniy
() OnlyLrlec the doot ance a iserhas been granted access
(0 Sient cperation
Urlock el 2 g Atro tine 2
Fieader 1 | Resaclr 2 | Alemm | Events| Fie slaminputs | Mulizone Intuder | Access ights
Reader detals
Name ACU:2732350 1)
Reader ype Wiegand reader =
Keypad type Nene =
Token data format Wisgand 26 bit 0 Mew fomat

CReeder opersting mod= )

(0] Tined operatng modes - Thi

Duing this timezore:

2 Cocking s

This reader il sperale s < Closking out reader

Reader action - Thisis what will happen when a valid access is qranted.

Fielay 1 apens for doar open time:

Repeat for all doors using HID® readers.



Enrolling tokens

Select a ‘User’in Net2

1.

W Net2 Access Control

06717889

% Anti-passback
[ Triggers and Actins

£fi Ne operators.

Net2 actions
£ Add new user

& Add new department
# Log off

Net2 documentation

= Documentation

W Net2 Access Control

4L Anti-passback

B Triggers and Actons
o Reports

o Rol call

£t Nez operators.

Net? actions
& sor user

£ Delete user
£ Addnew user
@ Log off

Net2 details

Test Token
Last known location

inside
24/01/2025 09:19:37

Net2 documentation
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Test Token
Frst rame Test Taken
Sumame
Deparment [ (rone) v || Mewdept |
Telephone Far
Personnel number -
Valdfiom Evpies end
03/11/1939 | FSMV expies
Access detais| Memo| Events| Curentvaidity| Antipasshack| Muitizone Intruder | 0ccupancy Management | Checkpoint Contiol
PN Tauopn | Cadltemplste  None v/
 Mewtoken
Losttoken
Delete
Found token

Tokenlast used on 22 danuary 2025 af 03.57.01

| Change tokentype |

10



3. (lick ‘New Token’and select ‘Dual credential’
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< & 9 q e
W Net2 Access Contral Test Token
Events Fist name: TestToken
= & users
8 restroren Sunsme
4l Accesslevels Department [none)
© Trezones Telephons

= @l Doors
§ Acucertress
§ Acuorotoree
ACU 0295058
§ Acurassrz
ACUTTEZEE0
M Areas
0 Anti-passback
B Triggers and Actions
2 Reports
B Rolcall
£ Net2 operators

Net2 actions A
Bar user

£ Delete user

& Add new user

) Log off

Net2 details A

Test Token
Last known location
inside

24/01/2025 09:19:37

Net2 documentation &)
L)

v New dept

Persorrel number

Valdfram

0371171959

| Muizore Intrucer

Checkpoint Contiol |

Access ights Tokens | Dtter details| Memo| Events| Curent validty

PIN AdtaPIN Cardtemplste  None

Expies end
| | Neverespies ‘

Add new token

Tokenlast used on 22 danuay 2025 af 0357.01

1) Select token ype:

2)Erter token nidger

O Unspesified

O Prosimiy card

O Prosiriy 10 card

O Prosimiy IS0 card no magstipe
O kereb

O Hands frez token
O Hands fiss keycard

()]

Lost toker,
Dekte.
Foundtaken

Change taken lype

Carcel

4. Present a HID token to the desktop reader

5. Two tokens will be added to the user record. Click‘Apply’.

W Netz Access Control

0 Antrpassback

Test Token

v New dept.

| Crectgeit o

Events Frst rame Test Token
B R Users
8 TestToken Sumans
il Access levels Depaitrient [none)
© Tmezones. Telephons
B § Doors
T Personnel number
i Acuomiors skl o
i Acu osses0es 03/11/1393
i Acu7seer2
§ Acurazise hccess ights Tokens | Other detals| Mema| Everts| Curent valdy| A |
B Areas PIN AutoPIN Cadtemplate  None

Evpies end
] | Mever expiies

Operation

B Triggers and Actions
2 s
B ol cal [j
s et aperators Lost token
92899388 41307869 Dekte
Found token
Change token type
Net2 actions Q)
Bar user
£ Delete user
& Add new user
& Log off
Net2 details &)
Test Token
Last known location
inside
24/01/2025 09:19:37
Capws Piotwe Gt picturs  Delels pctus Bar user Delets record  Enpot ot ( Apply

When a credential is presented to an HID® Signo™ reader, the secure value is read from the token. When
the same token is presented to a Paxlock the UID is read. As both values have been enrolled against the
same user, access is granted in both cases.
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